NHpopmMaLlnoHHas namaTka ans y4eHUKoB

C KaXapIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJIHHUKA
OJIHM M3 CaMbIX AKTHMBHBIX NOJb30Barene PyHera. Mexay TeM, IOMUMO OTPOMHOTO
KOJIMYECTBAa BO3MOKHOCTEH, WMHTEpHET HECeT W MpoOJieMbl. DTa MaMATKa JOJKHA
IOMOYb TeOe 0€30MacCHO HaXOIUTHCS B CETH.
KomnbrorepHbie BUPYChI

KoMmnbloTepHblii BHPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIIBHOM OCOOEHHOCTBIO KOTOPOHM SIBJISIETCA CHOCOOHOCTh K pa3MHOXKeHUI0. B
JNOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIHWTh WA IMOJTHOCTBIO YHUUYTOXHUTH BCE
(dailibl U AaHHBIE, MOJAKOHTPOJIbHBIE TOJIB30BATENI0, OT HMMEHU KOTOpOro Oblia
3amylleHa 3apa)X€HHasi OporpaMma, a TakKe MOBPEAUTh WM JaXe YHHUTOXHUTH
OMEpallMOHHYI0 CHUCTEMY CO BcemHu ¢aijamMu B 1eIoM. B OONBIIMHCTBE ClydyaeB
pPacupoCTPaHsIOTCS BUPYChl UEPE3 HHTEPHET.
MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. HUcnonb3yil COBpPEMEHHBIE OIEpPAlMOHHBIE CHUCTEMbl, HMEIOIINE CEPhE3HbII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTtostHHO ~ ycTaHaBnwBaik  matad  (IUGPOBBIC  3alIaTKH,  KOTOPHIE
ABTOMATUYECKH YCTaHABJIMBAIOTCS C IIEJIbIO JOPA0OTKH MPOrpaMMbl) U APYTHUE
OOHOBJICHUSI CBOEM omepalMoHHOM cuctembl. CkauuBallT HMX TOJBKO C
opunmansHoro caiita paspadborunka OC. Ecmum cymecTtByer  pexum
aBTOMATUYECKOTO OOHOBJICHUSI, BKIIIOUHU €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE TIOA TIpaBaMH IIOJB30BATENsA, a HE
aIMUHUCTPATOpPA. DTO HE TMO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrPaMM
WHCTAJUIMPOBATHCS HA TBOEM NEPCOHATBHOM KOMITBIOTEPE;

4. Ucnonw3yi AHTHUBUPYCHBIC porpaMMHbIC POTYKTHI W3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

Orpannub HU3UIECKUN JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIIT;
Hcnonb3yil BHelIHUE HOCUTENIU HHGPOpMAIlMU, Takue Kak (ierika, JTUCK WU
daiisn U3 UHTEPHETA, TOJIBKO U3 MTPOBEPEHHBIX HICTOUHUKOB;

7. He oTkppiBaii KOMIBIOTEpHBIC (ailibl, TOJYyYCHHbIE W3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (hailyibl, KOTOpbIE MpHUCIal TBOW 3HAKOMbINA. Jlyurie

YTOYHU y HETO, OTHPABJISII JIU OH TE€OE HX.



Cern WI-FI

Wi-Fi - 5T0 He BHI mepeaun JaHHBIX, HE TEXHOJOTHsS, a BCETO JIHIIb OpeHM, MapkKa.
Eme B 1991 rony Huzaepnanackas kommnaHusi 3apeructpupoBaia openn "WECA", uro
ob0o3Hauano cnoBocoueranue "Wireless Fidelity", koTopelii mepeBOAUTCS Kak
"GecrpoBOAHAS TOYHOCTH .

Jlo Hamero BpeMeHM Joluia Apyras abOpeBuatrypa, KoTopas SIBISETCS TaKOW ke
TexHojoruet. 9to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO aHO C HAMEKOM Ha
CTaHJIApPT BBICIICH 3BYKOBOW TexHmku Hi-Fi, uro B mepeBoje o3HadaeT '"BBICOKas
TOYHOCTB".

Jla, OecrutaTHBIM MHTEPHET-I0CTYN B Kade, OTeNsAX M a’poroprax SBISETCS OTIMYHOM
BO3MOKHOCTBIO BBIXOJa B HHTEepHET. HO MHOrWe »SKCHepThl CUHUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SBsAtOTCS O€3011aCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadOTHI B 0011e10CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro 1uuHyt0 nH(popmanuio yepe3 odmenaocrynasie Wi-Fi ceru.
Pabotas B HuX, )KeNnaTeIbHO HE BBOJAUTH MApOJM AOCTYIA, JJOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnonw3yit m OOHOBIISAN aHTUBUPYCHBIC IPOTpaMMbl U OpaHaMayep. Tem caMbiM
Thl 00€30Iacullb ce0sl OT 3aKauKH BUpPyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonn3oBannu Wi-Fi otkmroun (ynkuuio "OO0muit goctyn Kk dainam u
npuHTepam". JlaHHas (yHKUMS 3aKpblTa MO YMOJYaHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATEIM AKTUBUPYIOT €€ JUIsl yl0OCTBa HMCIHOJB30BaHUS B paboTe WM
yueoe;

4. He ucnonbs3yii nyonnunbiii WI-FI niig nepegaun nuyHbIX JaHHBIX, HAIPUMEDP IS
BBIXO/Ia B COLIMAJIBHBIE CETH WIH B 3JIEKTPOHHYIO MOYTY;

5. HUcnonw3y#t Tonpko 3amuieHHoe coeaunenue uepe3 HTTPS, a we HTTP, T.e.
npu Habope BeO-apeca BBOAU UMEHHO "https://";

6. B MoOunpHOM Tenmedone oTkmoun ¢GyHknuio 'Tloakmouerne k- Wi-Fi
apTomatuuecku". He momyckali aBTOMAaTM4ECKOrO MOJKIIOUYECHUSI YCTPOWMCTBA K

cetsam Wi-F1 6e3 TBoero corjacus.

ConuajgbHbIe CeTH
CoumasibHbI€ CETH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MHILIAAP]] YETOBEK, YTO SBIISICTCS

OJIHOM CeAbMOM BCEX JKMTEJICH MJIaHEThl. MHOTHME MOJIb30BATEIM HE MOHUMAKOT, YTO



uHbOpMalus, pa3MEIIeHHas HWMU B COIMAJIbHBIX CETSIX, MOXET OBbITh HalJeHa U
MCIOJIb30BaHa K€M yTOJIHO, B TOM UYHKCJE HE 0043aTeNbHO ¢ OJIarMMH HAMEPEHHUSIMH.
OcHOBHBIE COBETHI 0 0€30MMACHOCTH B CONMAJIBLHBIX CeTHX:

1. Orpannub crnucok npy3ed. Y TeOst B ApY3bsiX HE JIOJDKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBOr 4acTHYIO ku3Hb. He yka3biBail nmaposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJCHUS U APYTYIO JIMYHYIO HH(OpPMALNIO. 3MTOYMBINIJICHHUKHA MOTYT
MCIIOJIb30BaTh JakKe MHPOPMAIUIO O TOM, KaK Thl U TBOM POJIUTENIN ITUIAHUPYETE
IPOBECTU KAaHUKYJIbI;

3. 3amuiiail CBOI penmyTaluio - Iep>KHU €€ B YUCTOTE U 3a7aBail ce0e BOMPOC: XOTe
OBl ThI, YTOOBI APyrHe€ IMOJB30BATEIN BUAEIH, YTO Thl 3arpyxaemib? [logymaii,
IPEXkKIE YEM UTO-TO OITyOJIUKOBATh, HAIIMCATh U 3aTPy3UTh;

4. Eciin Thl TOBOpHUIIL C JIOJbMHU, KOTOPBIX HE 3HAEllb, HE MCIOJb3YH CBOE
peanbHOE UM U IPYTYIO JINYHYIO0 UH(POPMALIMK: UMSI, MECTO KUTEIbCTBA, MECTO
y4eObl U Mpovee;

5. Uzberaii pasmemenus Qotorpaduit B MHTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B COLMAIBHOW CETH HEOOXOJUMO MCIIONb30BATh CIIOKHBIE
MapoJiv, COCTOSAUIME U3 OYKB U U(P U C KOJMYECTBOM 3HAKOB HE MEHEeE §;

7. Jlng couMaibHOM CEeTH, MOYTHI U JPYTUX CaUTOB HEOOXOIUMO HCMOJb30BATh
pasHble mapoiu. Toraga eciau TeOs B3JIOMAKOT, TO 3JOYMBIIUICHHUKH IOJIydar

JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

DONeKTpOHHBIE JAEHBIU - 3TO OYEHb yIOOHBIA CHOCOO IJIATEXeil, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTAT MOIYYUTh 3TH JACHBTH.

DNEeKTpOHHBIE JIEHBIY MOSIBUIMCH COBCEM HEIABHO M MMEHHO H3-3a 3TOIO0 BO MHOTHX
rocyJapcTBax 70 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHM (PYyHKUMOHUPYIOT M O HHMX YXKE€ MPONUCAHO B 3aKOHE, TIE HUX
pa3aeNaioT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHHMHBbIEe. Pa3Huiia B ToM, 4TO
AHOHMMHBIE - 3TO TE€, B KOTOPBHIX pa3pelaercss MNpPOBOAUTH omnepanuu 0e3
UIAeHTU(UKAIIMM TI0JIb30BaTeNsl, 2 B HEAHOHUMHBIX HJCHTU(UKAIUSA MOJIb30BATENSA
SBJISIETCS 00S3aTEILHOM.

Taxke cieqyer pa3iauyarh JIEKTPOHHbIE (DUATHBIE JIEHBIU (PaBHbBI FOCYJapCTBEHHBIM

BaJIIOTAM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIY (HE paBHBI FOCYAAPCTBEHHBIM BAIIOTaM).



OcHOBHBIE COBETHI 10 0€30MaCHOM paboTe € ANEKTPOHHBIMU JCHbIraMU:

1.

4.

[IpuBsku K cueTy MOOMIBHBIN TenedoH. DTO caMblif yJOOHBIM M OBICTpPBII
croco0 BOCCTAHOBUTH JIOCTYN K cuery. [IpuBs3aHHBIN Tene@OH MOMOKET, €CIH
3a0yenib CBOW IUIATEXKHBIA Tapojih WM 3aiIellh Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

Ncnons3yit ogqnopazossie nmapoid. [locne nepexoa Ha yCUIIEHHYIO aBTOPU3ALIUIO
Tebe yxke He OyAeT yrpoxkarbh OMacHOCTh Kpakd WIIM IepexBara IIATE)KHOTO
MapoJIs;

Bri6epu crnoxubiil maposb. [IpectynHukam OyJIeT He MPOCTO yrajiaTh CIOKHBIN
napoJib. HanexxHsle nmaposiv - 3To napoJiv, KOTOPbIE COAEPKAT HE MEHEe § 3HAKOB
W BKJIIOYAIOT B ce0s CTPOUYHbICE W MPOINUCHBIE OYKBBI, ITUMPHI U HECKOJIHKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATENBHBIN 3HAK WU T.II.
Hanpumep, $tROng!;;

He BBOJIH CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC JOBCPACIID.

JJIeKTPOHHAA MOYTAa

3J’ICKTpOHHaH Imo4ra - 3TO TCXHOJIOI'uA U IPCAOCTABIACMEIC CIO YCIIYI'H 110 IICPCCHIIIKC 1

IIOJIYUYCHHUIO 3JICKTPOHHBIX COO6HI€HHﬁ, KOTOPBIC PACIIPCACIIAIOTCA B KOMHBI-OTGpHOﬁ

cetd. OOBIYHO JJIEKTPOHHBIA TMOYTOBBIM SIIIMK BBITJSAIAT CICAYIOIMIMM 00pa3oM:

UMs_T0JIb30BaTESI(@UMs_ToMeHa. Takke KpoMe Nepeiadyu MpOoCTOro TEKCTa, UMEETCs

BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:

1.

Hano BbIOpaTh mpaBWIBHBINA MOYTOBBIA cepBHUC. B HMHTEpHETE €CTh OrpOMHBIN
BbIOOp O€cCIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4YIlE JIOBEPATH TEM, KOTO
3HAEUIb U KTO MEPBbIM B PEUTHHTE;

He ykaszpiBaii B JMYHOM mouTe JU4YHYI0 uH(opManuio. Hampumep, myurie
BbIOpaTh "My3bIKanbHBIA (hanat@" nmm "pok2013" Bmecto "Temal3";

Hcenonb3yil ABYX3TanmHyl0 aBTOPU3ALMI0. JTO KOTJAa MOMUMO MApojs HYKHO
BBOJAUTH KOJ, MpUChUIaeMbIid M0 SMS;

Bri6epu cnoxxHbIi Taposb. [ KaK0T0 MOYTOBOTO SIIMKA JOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecin ectb BO3MOXHOCTH HamucaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIIOJIb3YH

9Ty BO3MOKHOCTD,



6.

Hcenonb3yil HECKOIBKO NOYTOBBIX SIIIUMKOB. [IepBbIi 711 4aCTHOW INEPENHCKU C
ajgpecataMH, KOTOPBIM Tbl JOBEpsA€lIb. IJTO JJIEKTPOHHBIA aJpec HE HaJo
UCIOJIb30BaTh MPU PETUCTPALlUU Ha popyMax U calTax;

He otkpbiBaii ¢aitnbl u [pyrue BIOXKEHUS B MUCbMaXx, aXe €CJIM OHU MPUIILTH OT
TBOMX JIpy3ei. Jlydille yTOYHH Y HUX, OTIPABJISIIN JIM OHH TeOe 3TH (paiiibl;
[Tocne okoH4aHUs pabOThl HA MTOYTOBOM CEPBHCE MEPE] 3aKPhITHEM BKJIAAKH C

caiiToM He 3a0yab HaXKaTh Ha "Beriitu".

KuoepOyajanHr ujim BUPTyaJbHOE N31€BATEIbLCTBO

KubepOymuHTr - TmpecienoBaHWe COOOIICHUSIMH, COJEPKAIIMMUA  OCKOPOJICHUS,

arpeccuio, 3allyrMBaHUE; XYJUTAaHCTBO; COLMAJIbHOE OOMKOTUPOBAHHWE C TMOMOIIBIO

Pa3INYHbIX HHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KHOEPOYIJUTMHIOM:

1.

He Opocaiicst B 00, JIydmumii cnoco0: MOCOBETOBATHCS KaK ceOsi BECTH U, €CIU
HET TOro, K KOMY MOXHO OOpaTUThCsS, TO BHaydalieé YCIOKOUThCA. Eciu Thi
HayHEllb OTBEYATh OCKOPOJICHUSAMH Ha OCKOpPOJEHHS, TO TOJBKO elle OOJbIie
Pa3oxKeIb KOH(MIUKT;

VYmpapisit cBoeil kubepperyTaiuei;

AHOHUMHOCTh B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
QHOHUMHBIM aKKAYHTOM,;

He crout Bect Xynuranckuit 00pa3 BUPTyalibHOM Ku3HU. IHTEpHET dhukcupyeT
BCE TBOM JICUCTBUS U COXPaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTENHHO;
Co0mro1aii CBOO BUPTYaIbHYIO Y€CTh CMOJIOAY;

Urnopupyit enquHuuHbi HeraTuB. OHOpPA30BbIE OCKOPOUTEIIBHBIE COOOIICHHS
Jydiiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcss Ha HayaabHOM CTaIuu;
ban arpeccopa. B mnporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COIMAJIBHBIX CETAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKU COOOIICHUN C
ONIPENIEIICHHBIX aJPECOB;

Ecnu 1Bl cBumerens kuOepOysuimHra. TBOM JAEUCTBUS: BBICTYNUTH IPOTHUB
npeciaeaoBaTensi, MoKa3aTb €My, 4TO €ro JACHCTBHUS OLIEHUBAIOTCS HETaTUBHO,
MOJAJICPKaTh KEPTBY, KOTOPOM HyXHA TMCUXOJOTHMYECKasi IMOMOIIb, COOOIIHUTh

B3pOCJBIM O (paKTE arpecCUBHOIO MOBEICHUS B CETH.



MooOuabHbIi TeaedoH

CoBpemeHnHble cMapT()OHBI M TUIAHIIETH COJEpKaT B ce0e BIIOJHE B3POCIBIN
(GyHKIIMOHAN, W Tenepb OHU MOTYT KOHKYPHUPOBAaTb CO  CTAallMOHAPHBIMU
koMmmbpioTepamu. OJHAKO, CPEICTB 3allUTHI JJIs MOAOOHBIX YCTPOWCTB MOKAa OYEHBb
Majo. TecTupoBaHHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT HE TAK MHTEHCUBHO, KaK
st TTK, To »e camoe kacaeTcsi U MOOUIIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOUIIBHBIE Opay3€ephl YKE NPAKTUYECKU JOTHAIN HACTOJIBHBIE aHAJIOTH,
OJTHAKO pacuImpeHue GyHKIMOHANA BIeUeT 32 COO0M OOJIBIIYIO CI0XKHOCTh U MEHBIIIYIO
3aIIUIIECHHOCTb.

Jlaneko He BCE€ MPOU3BOJUTENMN BBIMTYCKAIOT OOHOBIIEHUS, 3aKPBIBAOIINE KPUTHUYECKUE
YSA3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JUIsl 0€30M1aCHOCTU MOOMIBHOIO TenedoHa:

Huuero He gBisieTcst no-HacToseMy OecruiaTHbIM. Byib ocTOpokeH, Beap Korja tede
npeasiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKpBIThl KaKHE-TO IJIaTHBIC
yCIIyTH;

Hymaii, npexie yem otnpaBuTh SMS, ¢doto wiu Buaeo. Trhl TOUHO 3HaCIIb, TA€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo0xo1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOIPaMMBbI 11 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npuioxeHus OT HEM3BECTHOIO MCTOYHHKA, BEb OHU MOTYT COJEPXKaTh
BPEOHOCHOE MPOTrpaMMHOE 00€CIIEUCHHUE;

[locne Toro kak Thl BBIWJEUIL C CailTa, A€ BBOAWI JUYHYIO MHPOpPMALUIO, 31 B
HacTpoHKku Opay3epa u yaainu cookies;

Ilepnonnuecku MpoBepsii, KAKHE IUIATHBIE YCIYTH aKTHBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBOMi HOMEP MOOMIIBLHOTO TesleOHA TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEPSICILIb;

Bluetooth momxeH OBITH BBIKIIOUEH, KOTJAa Thl UM HE MOjb3yenibcs. He 3a0biBaii

HHOrAa IpoBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UTPBI - 3TO KPaCOYHBIC, 3aXBaThIBAIOIIWE Pa3BJICUCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpPY. Mrpoku ucciaeayroT JaHHbBIN UM
MHUp, OOIIAIOTCS JPYr C APYrOM, BBITIONHSIOT 3aJlaHUs, CPAKAIOTCS C MOHCTpAMHU U
MOJY4YalOT OMNBIT. 3a YJOBOJbLCTBHE OHM ILJIATAT: IMOKYMAKOT JAHWCK, OIUIAYUBAIOT

a0OHEMEHT WJIU MPUOOPETAIOT KAKKE-TO OMILIMH.



Bce aTu cpenctBa uayT Ha MNOJJEpkKAHWE W PA3BUTHE WIPhl, a TaKXKe Ha camy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPHU3AIIMH, BBIMTYCKAIOTCS HOBBIE TTATYU
(umdpoBble 3aMIaTKy 7151 TPOTrPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nmomoOHBIX Urpax CTOUT ONacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KpPaxu
TBOETO IMapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMH OOJIBIIMHCTBA UT.
OcHOBHBIE COBETHI N0 0€30MACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

1. Ecnu papyroil urpok BemeT ceOsi IUJIOXO WIM CO3/1aeT TeOe HENMpUSTHOCTH,

3a0JIOKUPYH €T0 B CIIHCKE UTPOKOB;

2. lloxanyiics agMUHUCTpAaTOpaM HWIrpbl Ha IUJIOXO€ IMOBEJAEHUE HSTOTO HIPOKa,
KeJIaTEIbHO MPWIOKUTh KaKHe-TO JI0KA3aTeIbCTBAa B BUJIE CKPUHOB;
He yka3biBaii muunyto uadopmaiuo B mpodaie urpsl;
VYBaxkail Apyrux y4aCTHHKOB I10 UTPE;
He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI;

Hcnonb3yii CIOXKHBIE U pa3HbIE MAPOJIH;

N o o b~ w

,Z[a>1<e BO BpCM:A UI'PBI HC CTOUT OTKIIIOYATh aHTUBHUPYC. IToka ThI HUrpacuib, TBOH

KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIVHT WM KPaka JUYHBIX JAHHbIX

OOBIYHOI Kpaxel JeHer U JOKYMEHTOB CEroJHsl YK€ HUKOrO0 HE YyAWBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JI0YMBIIUIEHHUKH MEPEMECTUINCh B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " MIOOMMBIM" JICTIOM.

Tak mosiBUSIaCh HOBasi yrpo3a: UHTEPHET-MOILIEHHUYECTBA WU (DUILWHT, IJ1aBHAs LETb
KOTOPOTO COCTOMT B TOJYYEHUM KOH(PHUICHLIMAIBHBIX JaHHBIX [OJb30BaTENCH -
JOoTMHOB U maposiei. Ha anrnuiickoM si3bike phishing yutaercs kak ummsr (ot fishing
- pbIOHas JOBJIs, password - mapoJib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, 4TO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBATH €€ M COOOIIUTh AJIMHUHHCTPATOPAM
pecypca 00 3TOM KaKk MOYHO CKOpEe;

2. Vcnonp3yii Oe3omacHbie BeO-CaTBl, B TOM 4YHCJIE, HHTECPHET-MAra3uHOB H
MOMCKOBBIX CUCTEM;

3. Hcnonw3yit ciaoxkHbIe U pa3Hble napoyid. Takum oOpa3om, eciiu TeOs B3JIOMAIOT,
TO 3JIOYMBIIIEHHUKU MOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY MPOQHIIO B

CC€TH, a HC KO BCCM,



4. Ecnau Tebst B31oManu, TO HEOOXOAWMO MPEAYyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T0OABJICHBI y T€OS B APY3bsiX, O TOM, UYTO TEOS B3JIOMAIU U, BO3MOXKHO,
OT TBOETO UMEHH OYyJIET PacChUIAThCA CIIaM U CChUIKU Ha (PUIIIMHTOBBIE CANTHI;
YcranoBu HaaexHbli napoib (PIN) Ha MOOMIIBHBIN TENE(OH;
OTkir0uM coxpaHeHHe mapoJs B Opaysepe;
He oTkpsiBail ¢aiiabl 1 gpyrue BIOKEHUS B MUChbMaX, IaXe €CJIM OHU MPUIILIH OT

TBOUX Jpy3ei. Jlydille yTOUHU y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (Daiibl.

HMudposas penyranus
[udposas penyTaius - 5T0 HETaTUBHAsI WM MO3UTHBHAsA WH(GOpPMAIUs B CETH O TeOe.
KomnpomeTrupyromas uHpoOpManus, pa3MelIeHHas B UHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThecs Ha TBoeW peanbHOU xu3HU. "Lludposas pemyramus" - 310 TBOM
UMUK, KOTOPBIA (popmupyercs u3 nHPOpMaLMK 0 TeOe B HHTEPHETE.
TBoe MeCTO JKHUTEIbCTBA, y4yeObl, TBOE (PUHAHCOBOE IIOJOXKEHHE, OCOOEHHOCTH
XapakTepa U paccKkasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue noJJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJIMKAUU JTUYHOW HH(POPMALIUK B
WNHTtepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUI. ThI Jake HE CMOXKEIIb AOraAaTbCs
0 TOM, 4TO ¢otorpadusi, pa3MelleHHas 5 JIeT Ha3aj, cTaja NPUYMHON OTKa3a MPHUHATH
TeOs Ha paboTy.
KommeHnTapuu, pasmenieHre TBOMX Qotorpa@uil m apyrue JeHCTBUS MOTYT HeE
MCYE3HYTh JaXe MOCIEe TOTO, KAK Thl MX YJAIHIIb. Thl HE 3HACIIb, KTO COXPAHMWII 3Ty
uH(popManuio, Tonaja JId OHa B IMOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpY>KarolIUe JIOAN, KOTOpble HAWIYT U YBUASAT 3TO.
Haiitu nundopmaiinio MHOTO JIET CIYCTSI CMOKET JIF000# - KaK U3 T0O0pPhIX MO0y KICHUIH,
TaK U C HAMEPEHUEM MTPUUMHUTH BPEl. ITO MOXKET OBITh KTO YTOJHO.
OcCHOBHBIE COBETHI 1O 3aIIMTE HU(PPOBOM permyTaluu:

1. Tlomymaii, mpex/ie yeM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y cedst B O10re Wid B

COIIMAJIbHOM CETH;
2. B nactpoiikax npoguiisi ycTAaHOBU OTPAaHUYEHHUS HA MPOCMOTP TBOETO MPOpuUIs U
€ro COJEP>KUMOTO, cAeial ero ToiabKo "mis npy3eu";
3. He pa3memaii u He yka3piBaili HH(OOpPMAILMIO, KOTOpas MOXET KOro-Jmbdo

OCKOPOJISITH UM OOMXKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE MIKOJIbHUKH - AKTHUBHBIE MOJb30BaTeNM IU(PPOBOTO MPOCTPAHCTBA.
OpHako AalieKo He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOKHOCTSIMH HIU(GPOBOTO
Mupa TpeOyeT COONI0ACHUS IPAB HAa HHTEIUIEKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "wHTETIeKTyanmbHass COOCTBEHHOCTH' OTHOCHUTCS K Pa3IUYHBIM TBOPCHHSIM
YeJIOBEUECKOr0 yMa, HauMHash C HOBBIX H300peTeHHl M 3HAKOB, O003HAYAIOIIUX
COOCTBEHHOCTh HAa MPOAYKTHI M YCIyTU, W 3aKaHYMBas KHUTamH, (oTorpadusmu,
KMHO(MUIBMAMH U MYy3bIKaIbHBIMHU MPOU3BEIACHUSIMH.

ABTOpCKHUE TpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpPaBa BBHICTYNAIOT B KAYE€CTBE rapaHTUU
TOTO, YTO UHTEJIEKTYaJbHBII/TBOPUECKHI TPY 1 aBTOpa HE OyAET HAPACHBIM, 1aCT EMY
CIpaBeUIMBbIE BO3MOXHOCTU 3apaboTaTh Ha pe3yjbTaTax CBOETO TpyJda, MOIYUYHUTb
M3BECTHOCTh U Npu3HaHue. HukTo 6e3 paspeleHus aBTopa HE MOXKET BOCIIPOU3BOIUTh
€ro IMpPOU3BEJEHUE, PACIPOCTPAHATh, MYyOJIUYHO JI€MOHCTPUPOBATH, IPOJABATH,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJIMYHO UCIOJIHSATH, MOKA3bIBATH/UCIIOIHSTH B
s¢upe win pasmemiats B UHTepHeTe.

Ucnonb3oBanue '"muparckoro" MpOrpaMMHOTO OOECIEUEHUs] MOKET TMPUBECTH K
MHOTHM pPHCKaM: OT IOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I/Ie YCTaHOBJIEHA HelleranbHas nporpamMmma. He cTtouT Takxke 3a0bIBaTh, 4TO

CYILIECTBYIOT JIETJIbHbIE U OECIIaTHBIE POrPaMMBbl, KOTOPbIE MOKHO HANTH B CETH.

O noprase

CereBHYOK.p( - TBOM TIJIABHBIM COBETYUK B CETU. 31€Ch Thl MOXKEIIb Y3HATH O

0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NpPU BO3HUKHOBEHUH
KPUTUYECKOM CHUTyalluM OOpaTUThCS 3a COBETOM. A TakKe MPUHATH YYacTHE B

KOHKYpCax M CTaTh CaMbIM U(POBBIM IPakIaHUHOM!
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